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Abstract 
Focusing on the Internet information system faces more security risk problems in Cloud Computing Environment, 
this paper sums up 8 kinds of threats to security principles, and lists the corresponding factors. Combing with 
collaborative and virtualization of cloud computing technology and so on, adopting the theory of AHP and 
introducing the correlation coefficient to analyze the multiple objective decision, the paper proposes a new 
information security risk assessment model based on AHP in cloud computing environment. Finally getting the 
security risk assessment strategies of the information system in the cloud computing environment by this model. 
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1. Introduction
Ever since Google CEO Eric Schmidt put forward the concept of cloud computing for the first time in 
2006, it has gone through a rapid development and its related technology has gradually become the focus 
of academic research. By distributing the computing tasks in a resource pool which is composed of a 
large number of computers it enables users to get access to computing power, storage space and 
information services according to their demands, thus achieving a utility computing[1]. Cloud computing 
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will form a future of being a giant globalized IT service network[2]with cloud infrastructure as the core 
and offer different kinds of services such as cloud based software and platform service and cloud 
application service.
2.  Cloud computing environment 
To advance cloud computing, series of critical problems should be solved and security is a top priority. 
Internet information system under cloud computing environment faces numerous challenges: (1) No 
identical standard. The deployment of existing cloud computing platform is scattered, the major 
manufacturers have set up their own cloud platform, each with a strong computing power, but 
interactivity among systems is not accessible because there is no uniform standard. (2)  Security risks in 
the cloud[3]. Potential security risks emerge simultaneously as users choose cloud computing service such 
as leak of privacy, invasion of information assets, security and auditability of data, credibility of the cloud 
services platform and errors of large-scale distributed system. (3)  Security risks whose origins are 
traditional Internet. (4)  The relevant policies and regulations are not sound.  
3.  Information recurity risk assessment studies
Information security risk assessment is an assessment aimed to assess the threats. Impacts and 
vulnerability of information processing facilities and the likelihood of the three in accordance with the 
external and internal relative technology standards. Information security risk assessment is an integral 
part of information management[4]. Risk analysis methods are generally divided into qualitative analysis, 
quantitative analysis and synthesis analysis. A simple method for qualitative or quantitative analysis will 
lead to the inaccuracy and one-sidedness of the evaluation results. In the assessment of a complex 
information system, qualitative analysis and quantitative analysis should not be simply separated, on the 
contrary, the two methods should be integrated to form the method of integrated method[5]. In this paper, 
we take the integrated analysis method. An integrated method is the combination of qualitative analysis 
and quantitative analysis, use the expert experience and objective facts to perform a comprehensive risk 
assessment toward the information system.  
4.  The risk assessment model in cloud computing environment be based on AHP 
4.1. AHP Model 
In this paper we summarize 8 evaluation criterias and list the corresponding influencing factors as 
shown in Fig 1 . 
Fig.1. (a) AHP model; (b) corresponding factors 
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There are three layers in this model :. 
• Level one—Formulating the problem in a hierarchical structure is the first step in AHP. The top level, 
or focus of the problem, consists of the overall objective. In this model it corresponds to the overall 
assessment of cloud computing system platform. 
• Level two —It includes 8 attributes consisting of the major factors identified for assessing the Level 
one.
• Level tree—The lowest level is for the concrete assessment factors in the decision framework. 39 
factors were identified corresponding to higher levels and specific local conditions.
The analytic hierarchy process (AHP) has been frequently used as an appropriate means of analysis in 
dealing with the dilemma. AHP is carried out using the following three principles: decomposition, 
pairwise comparison, and synthesis of weights[6]AHP has a number of advantages in the assessment of 
cloud computing system platform .First, it can effectively translate intricate problems into an orderly 
hierarchy, because of its strong capacity for solving multi-criteria decision problems. Secondly, the AHP 
approach is able to quantify the decision-maker’s experiential judgments, particularly when the 
objectives lacked quantifiable data[7].                
4.2. Making Pairwise Comparison 
To make sure the rules to the weight of the goals by comparing, is called constructing evaluation 
matrices. Complex problem is decomposed into criteria, sub-criteria and alternatives from which choice 
is made[8-9]. The fundamental 1 to 9 scale can be used to rank the judgments as shown in Table 2. 
Following construction of the AHP model tree, it is extremely important that experts fill the judgment 
matrix forms faithfully[10]. 
Table2. A fundamental scale of 1 to 9 
Number Rating Verbal Judgment of Preferences 
1
3
5
7
9
Equally  
Moderately
Strongly 
Very
Extremely 
2, 4, 6, 8 indicate the medium value of above pairwise comparison. 
4.3. Calculating Weight Vector 
For the given matrix M, we calculate its eigen value equation written as WMW maxλ= , where W 
is non-zero vector called eigenvector, and maxλ is a scalar called eigenvalue. After standardizing the 
eigenvector W, we regard the vector element of W as the local weight of each decision factor 
approximately. 
4.4. Checking for consistency 
Next, it is necessary to execute a consistency validation for each hierarchy and for the framework as a 
whole for every judgment matrix form[11]. If the hierarchy hadn’t passed validation, experts were 
required to adjust their forms until they passed[12]. 
5.  Strategies of assessment                                                                         
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The paper collects samples through distribution in different area perceptions, and the data mainly from 
the clouds, the clients provide the feedback information of the assessment effect. Based on the 
collaborative computing and distributed processing during the process of the information processing, all 
the perceptions collect the sample information collaboratively, and the collected data then go into the 
sample collector. The collectors store samples and provide data source. They make full use of the 
virtualization in the cloud computing technology during the process of storing, and open up virtual space 
and increase the security. The evaluation module uses the AHP model to assess the system with the help 
of the data from the collectors. The cloud servers store a lot of expert evaluation set, and divide a security 
risk level .The judgment matrix is filled by the experts in the cloud computing service platform .Finally 
calculating the weighted vector ），，，（ n21 ωωω Λ , and getting the final order. The results are obtained 
by the clouds and input to the knowledge base .The knowledge base is controlled by the cloud computing 
platform, and it inputs the theoretical results to the clouds. If the result is reasonable , put it into join the 
knowledge base; If it is not reasonable ,it will inform the perception relied on new collect samples. The 
knowledge base contains three data sets: weight vector sets, risk hierarchies sets, security strategy sets. 
The whole process is as shown in Fig. 3.  
For grading the risk rating, the paper introduces a correlation coefficient as in Eq.(1)and analysis theirs 
correlation. The process is as follows: make correlation calculations between the hierarchical analysis 
model calculated weight vectors (called theory weight vectors) and the corresponding factors in 
knowledge base which have the same weight vector orders that calculated by the cloud computing system. 
）（ nnK
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32
R
−
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Where  the Rss  denotes the sum of deviation square of R as in ∑ ∑−= nRRss
2
2
R
）（ ,R is 
the sum of the weight vector factors and K is the column number of the grade, in this paper it stands for 
the number of the factors in the weight vector. n is the number of comparative objects, we set n to2 in the 
paper. The t is the number of same weight values. In the paper we define ρ >0.7 as strong association, 
and the theoretical weight vector is in consistent with the weight vector in knowledge base, so we can 
grade the security level according to the result and input them to the cloud computing system, providing 
users with a targeted security policy, and  issuing to users the security warnings timely.
6.   Conclusions 
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The rise of cloud computing is pushing the assessment of information system into a new horizon. 
Cloud computing platforms can (in theory) scale infinitely, with the addition of more hardware units 
bringing more resources to the system. Many existing challenges are exacerbated in the Cloud. In this 
paper, we developed a novel algorithm AHP for assessing the information system in cloud computing 
environment. Analytical Hierarchy Process (AHP) is applied for optimal decision making. AHP is 
adopted to achieve weighting factors. In the future work , we may introduce a warning mechanism to 
information system for sensing the threats from the cloud computing environment. 
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